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Know Your Employee (KYE®)

Reduce the risk of non-compliant communications with comprehensive
surveillance and archiving solutions

The constant barrage of recent enforcement activity has sent a clear message that
employee communications surveillance and recordkeeping should be top priorities for
firms of all sizes.

[t’s a regulatory imperative that firms monitor the electronic communications that employees are sending—and a core
part of an effective employee compliance program. Failure to implement policies and procedures that include off-
channel communications, failure to monitor and enforce those policies or failure to properly archive communications in
accordance with recordkeeping requirements will continue to result in costly regulatory actions.

What makes communications surveillance even
more challenging is the constant evolution of
communications channels and practices. Every firm

MCO’s communications

should be taking a close look at their Comp/,'ance solutions enable
communications surveillance processes to ensure . . .

that they are keeping pace with both regulatory flfmS to streamline SUfVE‘I//ClﬂCe,
expectations and rapidly changing communications ; ; ; ;
technology. identify the highest areas of risk
What are the areas firms need to be looking out for and stand up to books and

around communications compliance? It comes records SCfUtiﬂy.

down to a three-step process of prevention,
monitoring and archiving.
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REVIEW eComms to
understand the areas of
greatest risk

eComms Review enables firms to
monitor communications efficiently
and effectively

Managing the risk of electronic communications is a core part
of employee compliance. And just monitoring company email
isn’t enough. Firms need policies and procedures that include
multiple channels along with processes to monitor adherence
to policy and efficient ways to identify and eliminate false
positives and identify the highest areas of risk.

MCO’s eComms Review provides compliance teams with a
streamlined solution to identify and manage the employee

communications that pose the highest levels of risk to the firm.

KEEP eComms in asingle

archival location

. Risk score and classify communications

according to policy with a unified inbox that
threads messages and surfaces red flags for
immediate attention

Prioritize messaging for efficient supervisory
review with easy-to-use workflows

Uncover the greatest areas of risk using
intuitive analytics and dashboards

eComms Keep stores messages according to firm retention policies for easy
search and audit across all historical communications

Regulations around the globe require that firms capture and retain employee communications. It’s equally critical that
firms can organize and search stored communications to understand areas of risk, respond to inquiries from regulators

and senior management and provide proof of compliance.

MCO’s eComms Keep solution provides firms with a consolidated repository that archives messages from multiple
communication channels in one place for demonstrable compliance with regulatory recordkeeping requirements.
Cross-channel reporting and analysis plus robust search capabilities facilitate expedient research and e-discovery.

. Store all messages in a single, easily searchable
location

. Simplify research with rapid search and threaded
messaging

. Capture and retain communications for a specific
time period to meet regulatory and firm
requirements

. Manage e-discovery via case management and
collective records

. Archive data from numerous sources including
email, text, Bloomberg, Reuters, ICE Chat, Skype,
WhatsApp, Signal, SMS, Teams and others
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